Compiling OpenSSL for Ubuntu and for the OmniFlash
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Introduction
This document describes how to Compile and install the OpenSSL libraries on Ubuntu Linux. It also
describes how to cross compile it for the OmniFlash ARM processor.

Getting Started

Make sure you have a working Ubuntu Environment. Please refer to the document "Installing and
configuring Ubuntu Linux.docx". Make sure you have the cross compiler installed for the ARM
processor. Please see the document "Configuring Ubuntu to Code for the OmniFlash or OmniEP.docx".

Before we begin, if you are running Ubuntu in a Virtual machine, in order to communicate with the
OmniFlash over the network, we must be on the same physical network.

@ Sun VirtualBox * Ll_l_J':' I
File Machine Help {2} Ubuntu - Settings m
{::j .. d ;/ @, General Network

Syst
Mew  Settings Start Lk
Display Adapter 1 | Adapter 2 I Adapter 3 | Adapter 4 |
|% I'é?un"tuedoﬁ @ Hard Disks [¥] Enable Netwark Adapter
© CD/DVD-ROM Adapter Type: |PCnet-FAST III (Am79C573) -
Ml Fle
it Attached to: {Eridged Adapter ] v] {g}
o Audic
& Network Name: | Atheros AR8121/ARB113/ARE114 PCIE v |
@ Serial Ports |
& use
] Shared Folders 1

Select 3 seftings category from the list on the leit side and move the
mouse over 3 setiings ifem fo gef mare nformation.

[ oK ]’ Cancel H Help

—

Make sure your Virtual Machine's network type is Bridged Adapter or we won't be able to communicate.
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Getting the OpenSSL Source Code

You can download the source code from: http://www.openssl.org/source and clicking on the Latest.

t OpensS5L: Source, Tarballs - Shiretoko

File Edit Wiew History Bookmarks Tools Help

43 he ‘:‘ e? ﬁ=} [Ii|_

v] [@v]c

Most Visited~ §p Getting Started Latest Headlines v

Tarballs

Here you can find all distribution tarballs (and sometimes corresponding p:
the various OpenSSL release versions. Alternatively you can also downloac
FTP from the OpenSSL FTP area under fip://ftp.openssl.org/source/. Ta
containing a snapshot of the latest development version can be found unde:

ftp://ftp.openssl.org/snapshot/.

Bytes Timestamp Filename

3983325 Jul 15 13:42:58 2009 openssl-1.0.0-beta3.tar.gz (HDS) (SHA1) (PGP sign)
3963699 Apr 21 18:04:22 2009 openssl-1.0.0-betaZ.tar.gz (HD5) (SHA1) (PGP sign)
3934601 Apr 1 11:11:42 2009 openssl-1.0.0-betal.tar.gz (HD5) (SHA1) (PGP sign)
3852259 Mar 25 13:21:40 2009 openssl-0.9.8k.tar.gz (HD5) (SHA1) (PGP sign) [LATEST]
3738359 Jan 7 12:02:01 2009 openssl-0.9.8j.tar.gz (HD5) (SHA1) (PGP sign)

DTROONS Aaw 17 12,27, A8 INN0 anancc] cFine.T1 7 +ar Az fHLEY {CUATY DD cdand

Save the file to your system somewhere.
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Extracting the Source

Downloads - File Browser
File Edit View Go Bookmarks Tabs Help

@ % G )

Back Forward Up Stop Reload Home (
Location: |fhnmef ~ .J/Documents/Downloads | E, 100
Places~ [} r
B - - i Open with "Archive Manager"
@ Desktop openssl-0.
L File System Open with "Archive Mounter'
= Network Open with Other Application...
[ Floppy Drive 8% cut
E Trash = % Copy
(&5 Documents e
: Make Lin
E Music " -
. name...

E Pictures -
&5 Videos &3 Move to Trash

(. Extract Here |
Encrypt...
"openssl-0.9.8k.tar.gz" selected (3.7 Sign

Now right-click on the file and select Extract here.
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Compiling the Source

3 Applications

Places System i@a

P Wine

Add/Remaove...

‘ Eﬁ Accessories > E Calculator
v Games > | () CD/DVD Creg
_#* Graphics > | [3] Character Mj
@ Internet > | &.) Disk Usage /
@ Office > H Manage Prin
J;f Programming > ;% Passwords a
g sound & Video > | |8 Screenlets

>

M Serial port tg

8 Take Screeng

- ' Floppv Drive

(B Terminal |

Open a terminal so we can build the source code.

(- = a@omniflash-development: ~/Documents/Downloads/openssi-0.9.8k [Z1|'o] x|

File Edit View

I I _a@omniflash-development:~$ cd Documents

Terminal

Help

15" @omniflash-development:~/Documents$ cd Downloads
- 7 _i@omniflash-development:~/Documents/Downloadss 1s

openssl-0.9.8k

openssl-0.9.8k.tar.gz

1. .. 2@omniflash-development:~/Documents/Downloadss{cd openssl-8.9.8k )
~i .. @omniflash-development:~/Documents/Downloads/openssl-0.9.8k$ 1s

apps engines INSTALL.NwW Makefile.shared README
bugs e os2.h INSTALL.0S2 README . ASN1
certs e o0s.h INSTALL.VMS ms README . ENGINE
CHANGES FAQ INSTALL .W32 Netware shlib
CHANGES .SSLeay Tips INSTALL.wW64  NEWS ssl
include INSTALL.WCE openssl.doxy test |
INSTALL LICENSE openssl.spec times I
crypto install.com Mac05s 0s2 tools
demos INSTALL.DIGPP Makefile perl util
doc INSTALL .Mac0S Makefile.org PROBLEMS VMS

I q@omniflash-development:~/Documents/Downloads/openssl-0.9.8k$ I

cd into the folder we just extracted.
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= - _w@omniflash-development: ~/Documents/Downloads/openssi-0.9.8k [T

File Edit View Terminal Help

ems @omniflash-development:~$ cd Documents
..—_. @omniflash-development:~/Documents$ cd Downloads
r L @omniflash-development:~/Documents/Downloadss$ 1s
openssl-8.9.8k openssl-8.9.8k.tar.gz
1@omniflash-development:~/Documents,/Downloads$ cd openssl-8.9.8k
*' a@omniflash-development:~/Documents/Downloads/openssl-0.9.8ksS 1s

apps engines INSTALL . Nw Makefile.shared README
bugs e 0s2.h INSTALL.DS52 README . ASN1
certs e 0s.h INSTALL.VMS ms README . ENGINE
CHANGES FAQ INSTALL.W32  Netware shlib
CHANGES.SSLeay fips INSTALL.WEe4  NEWS ssl

include INSTALL.WCE openssl.doxy test

INSTALL LICENSE openssl.spec times
crypto install.com Mac0s 0s2 tools
demos INSTALL.DIGPP Makefile perl util
doc INSTALL.Mac0S Makefile.org PROBLEMS VMS

I -@omniflash-development:~/Documents/Downloads/openssl-0.9.8ks
==*" @omniflash-development:~/Documents/Downloads/openssl-0.9.8ks

Type ./config and press enter to configure the makefile.

make[1]: Nothing to be done for generate’.
make[1]: Leaving directory " /home/- . /Documents/Downloads/openssl-0.9.8k/test

Configured for linux-elf.
r _. (@omniflash-development:~/Documents/Downloads/openssl-8.9.8k$| make

=

Now type make to build the libraries.
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File Edit View Terminal Help

VE DLFCN H -DL ENDIAN -DTERMIO -03 -fomit-frame-pointer -Wall -DOPENSSL BN ASM | PLJ
ART WORDS DDPENSSL IA32 SSEZ -DSHA1 ASM -DMD5 ASM -DRMD16@ ASM -DAES ASH -C -
o dummytest.o dummytest.c
make[2]: Entering directory “/home/ _  /Documents/Downloads/openssl-0.9.8k/tes
£
( :; LIBDEPS="${LIBDEPS:--L.. -lssl -L.. -lcrypto -1dl}"; LDCMD="${LDCMD:-gcc}"
; LDFLAGS="${LDFLAGS: - -DOPENSSL_THREADS -D REENTRANT -DD50 DLFCN -DHAVE DLFCN H
-DL_ENDIAN -DTERMIO -03 -fomit-frame- pnlnter -Wall -DOPENSSL BN ASM PART WORDS -
DOPENSSL IA32 SSE2 -DSHA1 ASM -DMDS _ASM -DRMD168 ASM -DAES ASH}"' LIBPATH="for x
in $LIBDEPS; do if echo $x | grep T~ % L' > sdev/null 2>&1; then echo $x | sed
-e 's/~ *-Lyy/'; fi; done | uniq’; LIBPATH="echo $LIBPATH | sed -e 's/ /:/g'"; LD
LIBRARY PATH=$LIBPATH:$LD LIBRARY PATH ${LDCMD} ${LDFLAGS} -o ${APPNAME:=dummyt
est} dummyte&t o ${LIBDEPS} )

make[2]: Leaving directory "/home/r- .. /Documents/Downloads/openssl-8.9.8k/test
make[1]: Leaving directory “/home/ _ 1/Documents/Downloads/openssl-8.9.8k/test
making all in tools...
make[1]: Entering directory ~/home/: /Documents/Downloads/openssl-0.9.8k/too
1s'
make[1]: Nothing to be done for “all'.
make[1]: Leaving directory ~/home/. /Documents/Downloads/openssl-0.9.8k/tool
SI

|@0mniﬂa5h—deuelnpment:~f[]ncumentafunwnlnadsmpensal—IEJ.9.8k$ IEI

Verify that there were no errors. Now type make test.
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lnstalllng the llbrarles

File Edit View Terminal Help

DONE via BIO pair: TLSv1, cipher TLSv1/55Lv3 DHE-RSA-AES256-SHA, 1024 bit RSA [~]
DONE via BIO pair: TLSvl, cipher TLSv1/S5SLv3 DHE-RSA-AES256-SHA, 1024 bit RSA

18 handshakes of 256 bytes done

Approximate total server time: 0.83 s

Approximate total client time: 0.180 s

Test IGE mode

.. Jutil/shlib wrap.sh ./igetest

Test JPAKE

../util/shlib wrap.sh ./jpaketest

No JPAKE support

make[1]: Leaving directory " /home/. i/Documents/Downloads/openssl-0.9.8k/test

util/opensslwrap.sh version -a

OpensSsSL ©.9.8k 25 Mar 2009

built on: Tue Sep 1 12:27:35 PDT 2089

platform: linux-elf

options: bn(64,32) md2(int) rc4(idx,int) des(ptr,riscl,16,long) idea(int) blowf
ish(idx)

compiler: gcc -DOPENSSL THREADS -D REENTRANT -DDSO DLFCN -DHAVE DLFCN H -DL ENDI

AN -DTERMIO -03 -fomit-frame- pnlnter -Wall DDPENSSL BN_ASM PART WORDS -DOPENSSL
_IA32 S5EZ2 -DSHAl1 ASM -DMD5 ASM -DRMD1e® ASM -DAES ASM
I “-@omniflash- develnpment ~fDncuments{ﬂnwnlnads{npenssl 8.9.8ks| sudo make 1nstalt] L:

|| == -

And finally, we need to install the libraries where we can get to them. We do this by typing sudo
make install . Enter your password when prompted.
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File Edit View Terminal Help

making install in apps... (]
make[1]: Entering directory "“/home/.. = /Documents/Downloads/openssl-0.9.8k/apps’
installing openssl

installing CA.sh

installing CA.pl

make[1]: Leaving directory ~/home/. J/Documents/Downloads/openssl-0.9.8k/apps'
making install in test...

make[1]: Entering directory “/home/- ~ /Documents/Downloads/openssl-0.9.8k/test’
make[1]: Nothing to be done for “install’.

make[1]: Leaving directory ~/home/r . /Documents/Downloads/openssl-0.9.8k/test"’
making install in tools...

make[1]: Entering directory " /home/- /Documents,/Downloads/openssl-0.9.8k/tools”
make[1]: Leaving directory “/home/- ~° /Documents/Downloads/openssl-8.9.8k/tools’

installing libcrypto.a

installing libssl.a

cp libcrypto.pc fusr/local/ssl/lib/pkgconfig

chmod 644 /usr/local/ssl/lib/pkgconfig/libcrypto.pc

cp libssl.pc /usr/local/ssl/lib/pkgconfig

chmod 644 /usr/local/ssl/lib/pkgconfig/libssl.pc

cp openssl.pc fusr/local/ssl/lib/pkgconfig

chmod 644 /fusr/local/ssl/lib/pkgconfig/openssl.pc

" @omniflash-development:~/Documents/Downloads/openssl-8.9.8k$

‘@omniflash-development:~/Documents/Downloads/openssl-0.9.8k3 LJ'
a@omniflash-development:~/Documents/Downloads/openssl-0.9.8ks

You now have OpenSSL installed for Ubuntu Linux.

Compiling OpenSSL For the OmniFlash ARM

After we are done building the source for Ubuntu Linux, we need to recompile it for the ARM processor.
Open up a terminal window (if you closed the above window) to the area where the source code is
extracted to.

Cp openssL.pc Jusr/local/ss[/1ib/pkgconTig

chmod 644 /usr/local/ssl/lib/pkgconfig/openssl.pc
1W@omniflash-development:~/Documents/Downloads/openssl-0.9.8ks
_l@omniflash-development:~/Documents/Downloads/openssl-6.9.8k3 L:

@omniflash-development:~/Documents/Downloads/openssl-0.9.8ks make clean)
Now type make clean to clean up our area.

€5t enginetest DILest casilest SSLLest eXpLest 05alest rsa Lest evp _tesi 1getest T1ps_
shatest Tips desmovs fips randtest fips aesavs fips hmactest fips rsavtest fips_rsaste
st fips_rsagtest fips dssvs fips_dsatest fips_rngvs fips_test suite jpaketest *.55 #. g
I~ i@omniflash-development:~/Documents/Downloads/openssl-0.9.8k$|./Configure linux-generic32 ——openssldir:;’usrﬂocauarmfssl]

Next configure the makefile for generic linux and specify where you want your output to end up at.

Type ./Configure linux-generic32 --openssldir=/usr/local/arm/ssl
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Editing the Makefile
generating dummy tests (if needed)...

make[1]: Entering directory " /home/. I/Documents/Downloads/openssl-8.9.8k/test’
make[1]: Nothing to be done for “generate'.
make[1]: Leaving directory ~/home/. ' /Documents/Downloads/openssl-0.9.8k/test’

Configured for linux-generic32.
@omniflash-development:~/Documents/Downloads/openssl-8.9.8k$ |gedit Hakefile-]
e

Now we need to edit the Makefile and adjust the compiler settings to use the ARM compiler. Type

gedit Makefile and press enter.

""" Makefile {~/Documents/Downloads/openssi-0.9.8k) - gedit == )

|
File Edit View Search Tools Documents Help

» @ . 0 = & &

New Open Save | Print.. | Undo Redo | Cut Copy Paste | Find Replace [

|~| Makefile = |

i f— ]

# PKCS1 CHECK - pkecsl tests. :
{lcc= gec ) |t

CFLAG= -DOPENSSL THREADS -D REENTRANT -DDS0 DLFCN -DHAVE DLFCN H -DTERMIO -
03 -fomit-frame-pointer -Wall

DEPFLAG= -DOPENSSL NO CAMELLIA -DOPENSSL_NO CAPIENG -DOPENSSL NO CMS -
DOPENSSL NO GMP -DOPENSSL NO JPAKE -DOPENSSL NO MDC2 -DOPENSSL NO RCS -
DOPENSSL _NO RFC3779 -DOPENSSL NO SEED h

PEX _LIBS=
EX LIBS= -1dl
EXE_EXT=
ARFLAGS=

flaR=ar $({ARFLAGS) r
ARD=ar %(ARFLAGS) d
RANLIB= /fusr/bin/ranlib

PERL= /Jusr/bin/perl
TAR= tar

TARFLAGS= --no-recursion
{MAKEDEPPROG= gccj

# We let the C compiler driver to take care of .s files. This is done in ~]
| Makefile v || TabWidth: 8 v | Ln 68, Col 10 INS

e
Scroll down to the lines shown above. We need to alter these to point to the ARM version.

10
Last Updated 9/1/2009 11:31:00 PM



File Edit View Search Tools Documents Help

D & .0 & 9 & [

New Open Save | Print... | Undo Redc Cut Copy Paste | Find Replace

|~ Makefile E'.i|

R =
# PKCS1 CHECK - pkecsl tests.

(EC= Jusr/local/arm/3.3/bin/arm-linux-gcc | =
CFLAG= -DOPENSSL THREADS -D REENTRANT -DDSO DLFCN -DHAVE DLFCN H -DTERMIO -
03 -fomit-frame-pointer -wWall

DEPFLAG= -DOPENSSL NO CAMELLIA -DOPENSSL NO CAPIENG -DOPENSSL NO CMS -
DOPENSSL NO GMP -DOPENSSL NO JPAKE -DOPENSSL _NO MDCZ -DOPENSSL NO RCS -
DOPENSSL NO RFC3779 -DOPENSSL NO SEED

PEX LIBS=

EX LIBS= -1dl

EXE_EXT=

ARFLAGS=

AR=/usr/local/arm/3.3/bin/arm-linux-ar $(ARFLAGS) r
ARD=/usr/local/arm/3.3/bin/arm-Llinux-ar $(ARFLAGS) d

RANLIB= /fusr/localfarm/3.3/bin/arm-linux-ranlib

PERL= /usr/bin/perl

TAR= tar

TARFLAGS= --no-recursion

lﬁHAKEDEPPRUG: fusrflucalfarme.3;binfarm—linux—gcc]

# We let the C compiler driver to take care of .s files. This is done in ]
| Makefile v | Tab Width: 8| Ln 71, Col 42 INS

S 4
Change the path and compiler names to match those above. The prefix is where we installed the

compiler to earlier. If you are using another ARM compiler, change the paths and executable names to
match the one you are using.
Save the file and exit.

Building the source
make[1]: Leaving directory °/home/ /Documents/Downloads/openssl-0.9.8k/test’

_@Bomniflash-development:~/Documents/Downloads/openssl-0.9.8k$ gedit Makefile
.—..Bomniflash-development:~/Documents/Downloads/openssl-0.9. Bk

Configured for linux-generic32. IEI

Now type make to start the build process.

11
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Installing the ARM version

making all in tools...

make[1]: Entering directory °/home/ - /Documents/Downloads/openssl-0.9.8k/tools’

make[1]: Nothing to be done for “all'. 1

make[1]: Leaving directory " /home/ 1/Documents/Downloads/openssl-0.9.8k/tools’ Ll
|@omnifla5h-development:~!Documents!Downloads!openssl-@.9.Bk{ﬁsudn make install] )

Type sudo make install to install it to the directory we set in the configuration above. Type your
password if asked.

| El i@omnifiash-development: ~/Documents/Downloads/openssi-0.9.8k
File Edit View Terminal Help
make[1]: Entering directory “/home/ ~ ./Documents/Downloads/openssl-8.9.8k/engines’ ~|
make[1]: Leaving directory “/home/ - ./Documents/Downloads/openssl-0.9.8k/engines’
making install in apps...
make[1]: Entering directory " /home/ /Documents/Downloads/openssl-8.9.8k/apps’

installing openssl
installing CA.sh
installing CA.pl

make[1]: Leaving directory */home/ /Documents/Downloads/openssl-0.9.8k/apps’
making install in test...

make[1]: Entering directory " /home/ /Documents/Downloads/openssl-0.9.8k/test"’
make[1]: MNothing to be done for “install'.

make[1]: Leaving directory " /home/ i/Documents/Downloads/openssl-0.9.8k/test”
making install in tools...

make[1]: Entering directory ~/home/| /Documents/Downloads/openssl-0.9.8k/tools’
make[1]: Leaving directory “/home/- ° __/Documents/Downloads/openssl-0.9.8k/tools’

installing libcrypto.a

installing libssl.a

cp libcrypto.pc /fusr/local/arm/ssl/Llib/pkgconfig

chmod 644 /usr/local/arm/ssl/Llib/pkgconfig/libcrypto.pc

cp libssl.pc /usr/local/arm/ssl/lib/pkgconfig

chmod 644 /usr/local/arm/ssl/1lib/pkgconfig/libssl.pc

cp openssl.pc Jfusr/local/arm/ssl/lib/pkgconfig

chmod 644 /Jusr/local/arm/ssl/lib/pkgconfig/openssl.pc L:
@omniflash-development:~/Documents/Downloads/openssl-0.9.8ks

We should end up with no errors and OpenSSL configured and installed for us.

Creating a Test Program for Linux (OpenSSL Client)

Now let's take one of the sample programs compile it.

12
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«[3 Applications | Places System @~ @ ‘g’

Ex Accessories

(v} Games
‘Ji Graphics
@ Internet

@ Office

‘ ff Programming

W W W W W W

H Code::Blocks IDE

1
i

i
L
3
-
L
i

]
4

Start here - Code::Block!
File Edit View Search Project Build Debug wxSmith 7

JE G Q ® |

SR T A o R 3 4.
Management [2€]
Start hereX|
Projects Resnurces“ Pl
) Workspace " —
E Create a new project
\ -
Al

Click Create a new project.

R R ERRRRERERBBEREEEBBEEE—E—BDDD——————S
» New from template %
Projects Category: | <All categories> * | Go
Build targets ———
Files @ b ‘ | €I cancel |
Custom
User templates AVR Project Empty project GTK+ project Op
i sy

FLTK project  Irrlicht project QT

I GLFW -
|— f @L -q-_"-"-'

iConsole application |GLFW project Lightfeather project SD
ol GLUT il

13
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Click Console application and Go.

FE
E Console

Click C style and click Next.

Please sg

Please m

C++

& Console

Please select the folder where you want the new project
to be created as well as its title.

Project title:
|5implec|ient |

Folder to create project in:
|fh0mef' Vcode/ |:___i

Project filename:
|5implec|ient.cbp |

Resulting filename:
|r'hnmefr " Jfcodefsimpleclient/simpleclient.cbp |

| < Back Next > |i°ganceli

Type in a project a project name and choose a folder to create the project in.

Click Next until you get to the Finish button and click Finish.

Getting a sample client source code file
Now we need to get a copy of the client sample SSL program. Minimize CodeBlocks and open up a file

explorer.

14
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e .

Back Forward

s5]'- File Browser

File Edit View Go Bookmarks Tabs Help

L]

Up Stop

G

Reload

0

Home

‘ @‘ Location: ﬂmocumentsf[mw nloadsfopenssl-0.9.8k/dem Dsfsslu

Placesw [X| T
* 34
& E
& Desktop inetdsrv.cpp
L— File System

Navigate to the folder where you extracted the source code to. The client test program will be under
the demos/ssl folder of the source folder. Copy the file cli.cpp to your project's folder.

@ .

Back

ssl - File Browser

File Edit View Go Bookmarks Tabs Help

L]

Up

G

Reload

0

Home

"@ Location: |uf[)ocumentsf[)ownlc-ads.fopenssI-D.Q.Bk;'demos;’ssl|

Places~
&
= Desktop
L_ File System
2= Network
' Floppy Drive
i3 Trash

X

[E2 Documents
[E Music

[E5 Pictures

E Videos

"cli.cpp” will be copied if yqg

Flaat = |

34
* Fr
f* ma 3
cli.cpp inetdsrv.cpp

=,
[i=1

& 100% @ |lcon View

/* 5
E L]

Serv.cpp

(=]=]x]
Computer Search

)

File Edit View Go Bookmarks Tabs Help
@ . & ¢ =
Back Up Reload Home  Computer
|_§| Location: ‘jhomef_ Jcodefsimpleclient ‘ B, 100% & ‘ lcon View
Places~ [X] @ e @
- e #incl
rq I #* ma int m :
& Desktop cli.cpp main.c simpleclient.cbp
L File System
= Network

Elnnna: Dirdug

This picture shows that | copied the file cli.cpp to my project's folder. While we are here, we need to do

some cleanup.

1.) Delete main.c. We won't be using it.

15
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2.) Rename the extension on cli.cpp to cli.c. CPP programs complicate the process and it is beyond the

scope of this document.

simpleclient - File Browser

@ . & G &G
Back orward Up Stop Reload Hom
Location: |fhnmef' ‘fcodefsimpleclient | @;'_ 100% @&
Placesw [X|

=Y 4 =

@ Desktop ] simpleclient.cbp
L_ File System N

This screen shot shows the renamed file and main.c deleted.

[simpleclient

e
[ |
File Edit View Search Project Build Debug
1 =244 G, By
IR E D™ O i P
Management IEI" .
Projects Resnurces| I E
< () Workspace
+ MY simpleclient
¥ [ Sources
_] main.c
Open main.c
Open with >
Rename file...
(Remwe file from project ]
Build file
Properties... |
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Now open up CodeBlocks again. Find main.c and right-click on it and select Remove file from project.

T
|

File Edit View
=49

[simplecli
Search Project Build Ds

4

BE D™ A

Management

Frnjects| Resources| ¢

3

< (J Workspace

2 simpleclient

Close project

Add files recursively...
Remove files...

Next we need to add in the client source code. Right-click on the Project name and click Add files...

Add files to project...

5] [ =

I H code H simpleclient

Places | Name v | Modified |

[& search -10/18/2000

&) Recently Used ;

— | simpleclient.cbp -15:34

&g = : :

@ Desktop S

L File System =

! Floppy Drive | M

E Documents

& Music - [~
Add | ‘ ierru:u'-.-'e! |AII files (*) | v

‘ € cancel ‘ E Open
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Click on the file and click Open.

Multiple selection

Select the targets this file should belong to:

Debug Wildcard select
¥ Release

Toggle selection

Select All

Deselect All

Selected: 2

Qo (o

Click the Select All button and then OK

Compiling the Client program
Next we need to add in the OpenSSL libraries so we can build and run the program.

cli.c [simpleclient] - Code::Blocks B.02
File Edit View Search | Project | Build Debug wxSmith Tools Plugins Settiy

1E 9 @ | @« % Addfiles. |

z Add files recursively...
r -y ; M | H =
E R e i move files... ' Build target:| Debug

| main() : void
Management E Set programs' arguments...

Projects HES'DUK:E5| A Motes... ssleay client for Unix

Project tree >

QW & Lomakl =sampo@iki.fi> */
i orgspace ? z
wsi IJI lient (BU“d DPUU'"S---] SSLeay-0.9.8b and OpenSSL
v simpleclie - Smetagle i
Properties... e s s
- Esnurces L1neE <Walesdnall.CcyDg.cC

- Autoversioning
ncrement Version

Changes Log

13 FinCLUde =netinet;im. =
14 #include =arpa/inet. >
E 15 #Finclude =netdb. he=
1R
4 | (11 |
18
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Click on Project -> Build options...

Project build options

simpleclient Selected compiler :
m | GNU GCC Compiler B

Release

(| Compiler settings ( Linker settings Search directories |)

Policy: | Append target options to project options | =

Link libraries: Other linker options:

[|Add | Ecl-:‘ | Delete | | Clear |

Select the Debug target from the left. Click on the Linker settings tab. Click the Add button to add in
some libraries.

Edit library

File: [d | ]

-
T

Type dl and press OK.

.

19
Last Updated 9/1/2009 11:31:00 PM




] Add library [x]
File: [ssl ] |:|
=
Do the same step and add in Ssl
- Add library =
File: [crypto l |:|

Oomen

R -

And add crypto

NOTE: ssl must come before crypto or you will get linker errors. If you get the
order wrong, there are arrows just to the right side of the window where you
can move libraries up and down.

< | Compiler settings Linke

Policy: | Append target options to |

Link libraries:
dl
ssl

crypto

[< 3]

|Add| |Edit| |Delete| | Clear|

U Copy all to... |]
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You should now have these three libraries listed. Now click the Copy all to... button so we can copy
them to the Release build.

Copy libraries

Please select which target to copy these libraries to:

simpleclient

Debu
( Release |

. -
TEL TITIT FI00 BT T T T

Click Release and click OK.
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Project build options

simpleclient -Selected compiler
| GNU GCC Compiler B
Release : :

< | Compiler settings Linker settings (Sea rch directori es]z

F——
Compiler ||Linker Resourcecumpiler|

Policy: | Append target options to project options | £ ‘

Add | | Edit | | Delete | | Clear | |'::c|:::';.-' all to..

Click the Search directories tab and the compiler tab and click the Add button.

Add directory

Directory: [fusrﬂncalfsslﬂnclude ] E

Type fusr/local/ssl/include and press OK.
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(| Compiler settings | Linker settings Search directories E

Compiler Linker| Resource compiler

Policy: | Append target options to project options | &

Jusrflocal/fsslfinclude

Add ‘ | Edit | | Delete | ‘ Clear ‘[Enpyr all to...

Click the Copy all to... button

Copy directories

Please select which target to copy these directories to:

simpleclient ko

TEx T T

Debug

=

Oome ] dor |

o ~
TT T — T — T 0

Click the Release target and click OK.
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Project build options

simpleclient Selected compiler
‘Debug | GNU GCC Compiler 2
Release :

(‘ Compiler settings Linker settings ( Search directories

Compilef  Linker | Resource {:umpiler|

Policy: | Append target options to project options | ¢ |

Add m Edit || Delete || Clear ||Co;:'3'a:-to...

Click the Search directories and then click the Linker tab. click Add.

[ Add directory il

Directory: ’fusrfl ocalfssiflib ] E

T TT

Change the directory to fusr/local/ssl/lib and click OK.

Add directory

Directory: [,.fusr,.flib ] \:\
24
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Add another one and type in the name fusr/lib and click OK.

< | Compiler settings | Linker settings Search directories \Z

Compiler  Linker | Resource compiler
Policy: | Append target options to project options | &
Jusrflocal/ssiflib
Jusrflib
Add ||| Edit || Delete | ‘ Clear ‘ﬂ Copy all to...

Click the Copy all to... button.

Copy directories

Please select which target to copy these directories to:

simpleclient B

Debu
[ Release I
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Click the Release target and click OK.

Project build options

simpleclient Selected compiler
‘Debug | GNU GCC Compiler B
Release

(‘ Compiler settings Linker settings Search directories B

Compiler Linker Resource compiler
Policy: | Append target options to project options | &
Jusrflocal/ssl/lib
Jusrflib
Add ‘ ‘ Edit | | Delete | | Clear | |Cop5r all to...

€I cancel

L

Now click OK to save all the settings.

Next, there are a couple warnings we need to get rid of in the code to get a clean compile.
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1 1.cpp 1ni

2 ).9.199 e
3

4 ed to ' it
5 implified to be eve
B 12 - 4/9 =
7

B #include <stdio.h>

9 { #include <unistd.h> )
18 #1nclude <memory.h=

11 #include <errno.h>

12 #include <sys/types.h=
13 #include =sys/socket.h=

14 #include <netinet/in.h=
15 #include <arpa/inet.h>
16 #include <netdb.h=

17

We need to all a line to #include <unistd.h>. This gets rid of the warning that a call to close() was
implicit.

Next we need to make some code changes.

cli.c % cli.c %
22 #include <openssl/err.h= 22 #include <openssl/err.h=
23 23
24 24
25 #define CHK NULL(x) if (( 25 #define CHK NULL(x) if (
26 #define CHK ERR(err,s) if 26 #define CHK ERR(err,s) i
27 #define CHK SsSL(err) if ( 27 #define CHK SSL(err) if
28 28
29 main () 29 @main ()
38 [ 38 [
31 (dint err; ) 31 {int err=0; )
32 int sd; 32 int sd;
33 struct sockaddr in sa: 33 struct sockaddr in sa;
34 5SSl CTY* rtv. T0 24 SC1 rTY¥Y* rtv.

Change the return type of main from void to int.
Initialize the variable err to 0.
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cli.c x
96 /* DATA EXCHANGE
7
98 err = S5L write (ss
99
180 err = SSL read (ssl
1681 buf{err] = "\0"';
102 printf ("Got %d cha
183 SSL shutdown (ssl);
104
165 /* Clean up. */
106
187 close (sd);
188 ssL free (ssl);
169 SS5L CTX free (ctx);
110
111 -}
112 /* EOF - cli.cpp */

At the end of function main, add a return of 0;

Now compile and verify that it works!

cli.c [simpleclient] - Code::Blocks 8.02

File Edit View Search Project Build Debug wxSmith Tools Plugins Settings Help

- 1madlsy ®laalf BaN
BREDTLBHOOIO L @ P © I  Buildtarget: Debug Lo
' | main() : int
Management [ Jm] q F
Projects Resourte5| L 107 T T B
~ () Workspace 108 ssL_free (ssl);
- . 1609 SSL CTX free (ctx);
¥ g simpleclient 110 return 0;
~ [ Sources 111 }
Y dic ii; /¥ EOF - cli.cpp */ =
| 1 | E|_
- Logs & others =
A Code::BIocks| (4, Search results | i, Thread search| £y Debugger <

-------------- Build: Debug in simpleclient ---------------

Compiling: cli.c

Linking console executable: bin/Debug/simpleclient
Output size is 1.67 MB

Process terminated with status 8 (8 minutes, @ seconds)
8 errors, @ warnings

|J‘home!nathanfcode!simplecl |default |Ijne 110, Column 12 Insert |Read,!wﬁte |default

You should get a successful compile.
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Creating a Test Program for the OmniFlash (OpenSSL Server)

We need to grab the server sample program and do the same steps above. We need to set it up to
compile for both Linux and ARM.

| won't show every screen shot this time as the steps are almost identical.

1.) Launch CodeBlocks

2.) Click Create a new project.

3.) Click Console application and Go.

4.) Click C style and click Next.

5.) Name the project. | chose the name simpleserver.
6.) Click Finish.

Getting a sample server source code file

= ssl - File Browser [=[2](x]
File Edit View Go Bookmarks Tabs Help

@ . o ¢ [ B® = @

Back Up Reload Home  Computer Search

||_%‘ Location: |-JDOCUmentstownloadsfopenssl—O.Q.kademosfssl| S, 100% () |Iconview v‘

[ —

Placesv [X] [7*a [#* 2
38 5 IB:G
o ; =Fr
B [ ma .
& Desktop cli.cpp inetdsrv.cpp serv.cpp ]
L File System
& Network . Simpleserver - File Browser
i~ Floppy Drive File Edit View Go Bookmarks Tabs Help
i Trash == =
= @ . @ ¢ | = G
. Back up Reload Home  Computer Sea
[E Music
(5 Pictures | @‘ Location: ‘momeﬁ Jcode/simpleserver | S, 100%
E Videos
Places~ ] s
i 5 #incl
L:d. . int m :
@ Desktop main.c serv.cpp simpleserver.cbp
! L_ File System
serv.cpp" will be co &= Network

Copy the file serv.cpp from the demos/ssl folder under the OpenSSL code we extracted to your

project folder.
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simpleserver - File Browser

File Edit View Go Bookmarks Tabs Help
e . % G 0
Back Forward Up Stop Reload Homj
[% Location: |mnmeh Jcodefsimpleserver | =, 100%
Placesv X i
— . ol H 0
& 1 :
& Desktop serv.c simpleserver.cbp
L File System

Delete the main.c file and rename serv.cpp to serv.c

Projects  Resources 1 !

< ) Workspace
< B simpleserver
< [ Sources

] main.c
j ) :
Open main.c
Open with >
Rename file...

( Remove file from project ]

Right-click on main.c and remove it from the project.

Projects | Resources| ¢

< (J Workspace

(! simpleserve ]
' Close project

Add files...

ArA Hlae raver el

Right-click on the project and select Add files...
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.y Add files

H @T‘ ‘Ea . H code ” simplesarver|

Places Mame
H | search ] serv.c

&) Recently Used
=) | simpleserver.cbp
| |-

T Cineledeon
Select the file we just copied to our project and click open.

Multiple selection

Select the targets this file should belong to:
& Debug Wildcard select
[;r] Release

Toggle selection

Select All

 T—
TSETT T

Deselect All

Selected: 2

€I cancel |

Click the Select All button and click OK.

Settings | Help

Environment...
Editor...

(Qnmpiler and debugger...]
Global variables...

[T TTT

If you haven't already set up the cross compiler, check the settings for the ARM compiler.
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Global compiler settings

T

Profiler settings

Y

Batch builds

Debugger settings

Compiler and debugger settings

Selected compiler

—
U GNU ARM GCC Compiler |

‘Set as default‘ ‘ Copy ” Rename | Delete | | Reset defaults|

Linker settings

<

Search directories

Toolchain executables B

Compiler's installation directory

(| Jusrflocalfarm/3.3 ]

||:| Mt datact |

this path

NOTE: All programs below, must exist either in the "bin" sub-directory of

or in any of the "Additional paths"...

Program Files

Additional Paths |

C compiler:

C++ compiler:

Linker for dynamic libs:
Linker for static libs:
Debugger:

Resource compiler:

Make program:

[arm-linux-gec [
|arm-linux-g++ ||:I
|arm-linux-gec ||:|
[arm-linux-ar L
L|arm-|inux-gcib L

]
[make !EI

O

The settings should look like this if using the 3.3 compiler.

Project

Build Debug wxSmith

Add files...

Add files recursively...

Remove files...

Project tree

Set programs' arguments...

MNotes...

Build options...
(Pmperties... ]
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Click on Project Properties... so we can set up an additional build target for the ARM processor.

o
[ ]

(| Project settings

Build targets [

i| | Build targets

Debug Add
i ( Release
i Rename
| =
Duplicate J

[ = N

g

F

1

Click on the Build targets tab, click the Release target and click Duplicate.

| o Duplicate build target

Enter the duplicated build target's name:

P

Ianﬂﬂelease

]

R

Give it a name and click OK.
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rﬁﬁé
fux Project/targets options

(| Project settings

Build targets

il | -Build targets

Debug
Release
armRelease

Build scn'pts| Notes| Dehugger| ijran'es| C/C++ pary

Selected build target options

Add Platforms:
Rename Type:
Duplicate
Delete

Virtual targets...

Dependencies...

Re-order...

Build options... |] Build target files:

Output filename:

Execution working dir: |.

Objects output dir: ( [nbjfarmﬂeleasef

Al

|Cnnsnle application ~ |

¥ Pause when execution ends

ﬂ binfarmRelease/simpleserver

¥ Auto-generate filename prefix

¥ Auto-generate filename extensi

-

Make sure the armRelease target is selected. Change the Output filename and Objects output dir so we

don't overwrite our regular ones when we build. After you have changed the directories, click the Build

options...
T P T
. Project build op

simpleserver
Debug
Release

‘armRelease

Selected compiler

-

| GNU ARM GCC Compiler
b

I’

Compiler settings

<

Policy: | Append target optic

Change the compiler to the ARM GCC compiler.
Click OK to this window and OK to the other window to save the settings.
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Project | Build Debug wxSmit
Add files...
Add files recursively...

Remove files...

Project tree >
Set programs' arguments...
Notes...

(Build Dptinns...]

Click on Project -> Build options... to set up all the build dependencies.

| . Project build options

I simpleserver Selected compiler

E | GNU GCC Compiler

Release
i armRelease (| Compiler settings (Unker settingsl
Policy: | Append target options to project opti

ﬁ Link libraries: Other link
dl
ssl
crypto

@_Ee::‘. Delete Elear|

[| Cl.;)pyr all to... | ]

Click on the Debug target. Click the Linker settings and then add the following Link libraries IN THIS
ORDER. The click the Copy all to... button.
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Copy libraries

Please select which target to copy these libraries to:

L L5 1 1

simpleserver
Debug

{ Release |

armRelease

e =

Copy it to the Release target.

Copy libraries

Please select which target to copy these libraries to: ||

simpleserver ko
Debug

Release
armRelease ]

R -
I L L 1 1

Also copy it to the armRelease target.
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simpleserver -Selected compiler
m | GNU GCC Compiler
Release '
ATIE] A <| Compiler settings Linker settings Search directories k

Compilerl Linker | Resource compiler

Policy: | Append target options to project options

o

L3

( Add m Edit || Delete || Clear ||Ccr.:ya to...

Add directory

Directory: [fusrﬂncalfsslﬁnclude ] \:\

Add /usr/IocaI/ssI/incIude to the list. Note: This is NOT the ARM version. This is the regular
Linux version.
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P roject build options R

simpleserver Selected compiler
‘Debug | GNU GCC Compiler <]
Release :
armRelease (‘ Compiler settings | Linker settings Search directories \Z

Compiler Linker| Resource compiler

Policy: ‘ Append target options to project options

jusrflocal/sslfinclude

]

Add || Edit || Delete || Clear |Comralltu...

Now click the Copy to all... button.

) Copy directoris

Please select which target to copy {

simpleserver

Debu
Release I

armPRelease

——

Click the Release target and click OK. Do NOT add this to the armRelease target. These are the wrong
includes for ARM.
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Project build options

simpleserver Selected compiler-
| GNU GCC Compiler

Linker settings [ Search directories I)

Release
armRelease (| Compiler settings
—
Compiler|| Linker || Resource {:umpiler|

! Policy: | Append target options to project options | |

Click the Linker tab under the Search directories on the Debug target.

Edit directory

Directory: [fusrﬂocalfsslﬂib

.

Click the Add button and fusr/local/ssl/lib

Add directory

Directory: [,fusrﬂib

b

Also add fusr/lib
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Copy directories

Please select which target to copy these directories to:

simpleserver B
Debug
Release
armRelease

Click the Copy all to... button and select the Release target and clock

armRelease target.

40
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Project build options

; simpleserver Selected compiler-
] Debug | GNU ARM GCC Compiler B |
Release = -
Linker settings| ~ Search directori es]Z

Compiler settings

[ armRelease I (|

Resource compiler |

Compiler | Linker

Policy: | Append target options to project options | % |

Add ||‘ Edit | | Delete | ‘ Clear | |i:G;’.2-'_-,-' all to..

Now click the armRelease target. Click on the Search directories tab and then the Compiler tab. Click

.,

Add .

Add directory

Directory: [fusrfl ocal/arm/ssl/include

Enter the path to the ARM ssl includes. Enter /usr/IocaI/arm/ssl/include
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Project build options

simpleserver -Selected compiler
Debug | GNU ARM GCC Compiler Bl
Release

(| Compiler settings Linker settings ( Search directories])

Compiler| Linker| Resource (:nmpiler|

Policy: | Append target options to project options | & |

Add || Edit || Delete || Clear | |Copyallto..
\ : - I

Now click the Linker tab under the Search directories. Click Add.

| Add directory =
Directory: [fusrﬂncalfarmfsslﬂib | E

Add /usr/IocaI/arm/ssI/Iib to the path. This is the path to the ARM SSL libraries. We will need this

path later when we transfer files to the OmniFlash. These libraries will have to be transferred too.
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O Add directory =
|

Directory: [/lib | [

=

o -
LI

Add /|ib to the list. This is the directory on the OmniFlash where shared libraries live.

Now click OK to save all the settings.

Code changes to make it compile
There are a couple code changes we need to make in order to get a clean compile.

34 34

35 #define CHK NULL(x) 35 #define CHK NULL{
36 #define CHK_ERR'{EF[ 36 #define CHK_ERREE
37 #define CHK_EEL'{EIT 37 #define CHK_SSLEE
38 38 -

39 (void)main () 39 (int)main ()

40 [ 40 [

41 int err; 41 int err:

42 int listen sd; 42 int listen sd;
43 int sd; Jo 43 int sd;

Change the function main type from void to int.

Serv.c x 4
92 /* Recelve a TCP connection. */
03
94 err = listen (listen sd, 5); CHK ERR(err]
95
96 client len = sizeof(sa cli);
97 sd = accept (listen sd, (struct sockaddr®) &sa cli, &client
98 CHK ERR(sd, "accept");
99 close (listen sd);
lee
181 printf ("Connection from %1x, port %x\n",
102 sa cli.sin addr.s addr, sa cli.sin port);
183
43
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Change TO

Serv.c X 4l
92 |
93
94 err = listen (listen sd, 5); CHK_ERR(err
25
96 client len = sizeof(sa cli);

97 sd = accept (listen sd, (struct sockaddr*) &sa cli, &client
98 CHK ERR(sd, "accept");

99 close (listen sd);

lee

181 printf ("Connection from %1x, port %x\n",

102 (1unsigned lnngysa_cli.sin_addr.s_addr, sa_cli.sin port)
103 |

Type cast s_addr to an unsigned long.

Serv.c x
serv.c x 142 printf ("Got %d cha
142 printf ("Got %d cha 143
143 144 err = SSL write (ss
144 err = SSL write (ss 145 -
145 146
146 147
147 148 close (sd);
148 close (sd); 149 SSL free (ssl);
149 SSL free (ssl); 150 SSL CTX free (ctx);
150 SSL_CTX free (ctx); 151
SIS - ] 152 L}
- TOL 153

Add a return 0 to the end of function main.
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serv.c [simpleserver] - Code::Blocks 8.02

File Edit View Search Project Build Debug wxSmith Tools Plugins Settings Help
BNCREN- N If’j't_x@s|§| B
BEITILIEO O @ P O Buildtarget:| Debug =3|
. -:. | main() : int
Management [
serv.c x i B
f 4 »
Projects RESOUR:ES| 142 printf ("Got %d chars:'%s'\n", err, buf); (=]
< () Workspace 143 :
. 144 err = 55L write (ssl, "I hear you.", strlen("I hear you."))
~ B simpleserver 145
<~ [= Sources 146 /# Clean up.
: 147
SEern.C
j: 148 close (sd);
149 SSL free (ssl);
158 SSL_CTX_free (ctx);
151 return 0; E
| 152 L} 3
i 153 /* EOF - serv.cpp */ el
| 1 | E‘
Logs & others %]
"\ Search results| . Thread search & Debuqger| £ Build log N L
-------------- Build: Debug in simpleserver ---------------
Compiling: serv.c
Linking console executable: bin/Debug/simpleserver
Output size is 1.18 MB
Process terminated with status & (@ minutes, 8 seconds)
8 errors, @ warnings
|momemathan,‘code,‘simple|defau|t |Une 151, Column 12 |Insert | |Readerite |default
ks :

Now click the compile button. You should get a successful compile.
This program will run on our Ubuntu Linux box now. We could run this as a server and also run our
client we built earlier and we would have a working Client / Server set of programs.

Let's try compiling this for ARM next.
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serv.c [simpleserver] - Code::Blocks 8.02

File Edit View Search Project Build Debug wxSmith Tools Plugins Settings Help
T@ad@lk AN 2.l
BT O @ P S ] Buildtargetﬂ armRelease $|]
' | | main() : int
Management 2
serv.c x oI
: I
Projects R‘ES"”":ES| 142 printf ("Got %d chars:'%s'\n", err, buf);
~ () Workspace 143 ;
- . 144 err = 55L write (ssl, "I hear you.", strlen("I hear you."}) |f
B simpleserver 145
< [= Sources 146 /* Clean up.
: 147
Sernv.c
_’I: 148 close (sd);
149 SSL free (ssl);
158 SSL_CTX free (ctx);
151 return ©; L
| 152 L} 3
i 153 /* EOF - serv.cpp */
| 1 | El
Logs & others [l
4, Search results | ., Thread sean::h| & Debugger| € Build log il
-------------- Build: armRelease in simpleserver ---------------
Compiling: serv.c
Linking console executable: bin/armRelease/simpleserver
Output size is 8086.93 KB
Process terminated with status & (8 minutes, 8 seconds)
8 errors, 8 warnings
|ﬂ10me,‘nathanjcode{simple |default |Ijne 151, Column 12 |Insert | |Readeﬁte |defau|t

Change the Build target to armRelease and click the compile button. You should get a successful
compile.

Multithreaded support

If you are going to make a threaded application, you need to add one more library to the list.
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" Project build options

simpleserver Selected compiler
Debug | GNU ARM GCC Compiler
Release _
‘armRelease (- Compiler settings Linker settings

Policy: | Append target options to project options

Link libraries: Other linker {

Add Tibrary

File: [pthread | [.]

=

=

1 | =" LY [ L=y | ] 1
Add pthread to each target.
5erv.c =

4

5 mangled to work wif

B Simplified to be &\

7 12/98 - 4/99 Wade ¢

8 { #include <pthread.h>)

g #1nclude =stdio.h=

18 #include <unistd.h=

You must also #include <pthread.h> as the first include. By including it first, different options are
enabled in the standard runtime library includes.

Generating an SSL certificate and Key
Before we can test our program, we need to generate an SSL certificate and key. We also need to tell
our server program what the names of the keys are and where to find them.
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serv.c x E
24 #include <openssl/ssl.h=
25 #include <openssl/err.h=
26
27
28 define HOME to be di e t file
29 #define HOME "./"
38 Make these what you want for cer ey Tile
31 #define CERTF HOME "foo-cert.pem"
32 #define KEYF HOME "foo-cert.pem"
33
34
35 #define CHK NULL(x) if ((x)==NULL) exit (1)
Change the names of the CERTF and KEYF defines to the following:
TO
serv.c x d
24 #include <openssl/ssl.h>
25 #include <openssl/err.h=
26
27
28 define HOME to be di = t file
29 #define HOME "./"
38 Make these what you want for ke ey Tile
31 #define CERTF HOME "cert.crt”
32 #define KEYF HOME "pkey.key"
33
34
35 #define CHK NULL(x) if ((x)==NULL) exit (1)
@ b © & Build target:| armRelease $|

Now compile the program for ARM.

Open a terminal and type this command. Note: This goes all on one line. Change the fields to match

your specific needs.

openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -keyout pkey.key -out cert.crt -subj

"/C=US/ST=State/L=City/O=CompanyName/OU=DeviceName-

OmniFlash/CN=www.yourdomain.com/emailAddress=root@I|ocalhost.com"
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File Edit View Terminal Help

gomniflash-development:~$ cd code 1~
; i@omniflash-development:~/code$ cd simpleserver i
'l 1@omniflash-development:~/code/simpleserver$ openssl reg -x589 -nodes -days
| 3658 -newkey rsa:2048 -keyout pkey.key -out cert.crt -subj "/C=US/ST=State/L=Ci
| ty/0=CompanyName/0U=DeviceName-0mniFlash/CN=www.yourdomain. com/emailAddress=root

L @localhost. com"
s Generating a 2048 bit RSA private key

P W@omniflash-development:~/code/simpleservers$ 1s
bin obj serv.c simpleserver.cbp

i@omniflash-development:~/code/simpleservers

R
T T T T T e O R RE TR TEIeT T

Once we call openssl, we end up with our certificate and key files. We need to copy these to the

OmniFlash along with our program.

Copying files to the OmniFlash

In order to test our program, we need to copy over a few files to the OmniFlash.

Note: For this test, we must write to /mnt/FlashMemory because of the size of all the files we have.

Start PuUTTY and boot the system.
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0) multi-call binary

. iz recomnmended

Built-in shell {ash)
imands

Once booted, ¢d into /mnt/FlashMemory

Now that we are in the right directory, close PuTTy so the serial port is available again.

Start the CuteCom application and click the Open Device button.
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L

| /dev/ttySO

Sep 22
Jan 1
Nov 16
Dec 18
Dec 18
May 31
Jan 1
Jan 18
Dec 18
Dec 18
Dec 18

2005
1370
2005
2004
2004
2005
1970
20086
2004
2004
2004

Parity:

Handshake: | | Software

Open for: [+l Read

\Ox1b[1;3dmbin\0x1b[0m
\Ox1b[1; 3dmdev\0x1b[0Om
\Ox1b[1; 3dmetc\0Ox1b[0m
\Ox1b[1; 3dmhome\O0x1b [Om
\Ox1b[1;3dmlib\0x1b[0m
\Ox1b[1; 3dmmnt \0Ox1b [Om
\0xlbfl1l;3dmproc\0xlb[0m
\Ox1b[1; 3dmsbin\0x1b[0m
\0xl1bf1;3dmtmp\0x1b [0m
\0x1b[1;3dmusr\0x1b[0m
\0x1b[1;3dmvar\0xl1lb[0m

W | ‘fhomejl

feutecom.log ‘ ‘

W=

o] Device:
Close device ‘ Baud rate: 57600
About ‘ Data bits:
Quit ‘ Stop bits:
m
drwxr—xr—-x 2 reoot root 1024
drwxr—xr-x 3 reoot root 2048
drwxr—xr—-x d reot root 1024
drwxr—xr—-x 3 reoot root 1024
drwxr—xr-x 3 reoot root 2048
drwxr—xr-x d reoot root 1024
dr-xr—xr-x 28 root root o
drwxr—xr-x 2 root root 1024
drwxrwxrwt 2 reoot root 1024
drwxr—-xr-x 5 reoot root 1024
drwxr—xr—-x 5 reoot root 1024
~ #
Clear [ Hex output (] | Log to:
15 -al

r« armtestapp

q
Is

Is -al

P ——

Input: un-: simplesen.rerJ

T 3 FRTT,  F

Send file... HxModem

3

LF line end

v| Char delay: |

After the OmniFlash has booted, we need to send the program we just compiled. Make sure XModem

is selected. In the Input box, type rX simpleserver and press enter.. Then click the Send file...
button. Note: Once we have entered a command, we can double-click it from the list and it will be sent

for us.
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Ll

Look in: ' |Eim0me,.f.. Wcode/simpleserver/binfarmRelease v“ - =

=l

¢ & @B

Computer |__| §5implesewe 5 ]
| —

File name: [simplesewer

Files of type: |AII Files (*)

Browse for the file we just compiled and click Open to send it.

c

~ # rx simpleserver

-
CuteCom
Open device | Device: I;dewttySD L | Par
I Close device | Baud rate: |5}'EDD _v| Hai
About | Data bits: |E ;V| Opy
Quit | stop bits: 1 v| @
drwxr—-xr—-x 2 reot roct 1024 Sep 22 2005 \0x
drwxr—-xr—x 3 root root T 0x
cutecom x
drwxr—-xr—x 4 root root = (X
drwxr-xr—x 3 root root Sending file via xmodem... |0
drwxr-xr—-x 3 root root Ox
drwxr—-xr—x 4 root root E 249% Ox
dr-xr-xr—-x 28 root root Ox
drwxr—-xr—x 2 root root 0x
drwxrwxrwt £ root root Ox
drwxr—-xr—x 5 root root J0Z2d Dec 18 Z004d iﬂx
drwxr—-xr—-x 5 root root 1024 Dec 18 2004 \0x

Wait while the file is being sent.
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fcode/simpleserver

D pkey.key

|_"| Sern.c

|:| simpleserver.cbp

File name: [cert.crt

Files of type: |AII Files (*)

.,

Do the same for the following files...
cert.crt and pkey.key

Now we must send the OpenSSL libraries.

lib - Filé Browser
File Edit View Go Bookmarks Tabs Help

e .

Back

Forward

g

'y X

Up Stop

(%]

4 items, Free spacé; 14.3GB

Location: [fusrﬂocalfannfsslﬂib l S, 100% ©) "CD“WEW |~

il Places~ —— _
=Y j& u @
@ Desktop engines pkgconfig
| .= File System |
e (@] (M
= Floppy Drive libcrypto.a libssl.a
&3 Trash N
[E= Documents
o e o B

e .

Reload

The SSL libraries are in the folder we built earlier.

Using CuteCom, send these two libraries also.
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cutetom

| Open device | Device: [,.fdevfttySD ‘ v‘ Parity: None | v
U Close device DBaud rate: ‘5?600 ?V‘ Handshake: [ Software [ Hardware
| About | Data bits: ‘E ;v‘ Openfor: [ Reading & Writing
| Quit | Stop bits: ‘ 1 |~ ‘ ¥ Apply settings when opening
-~

~ # rx simpleserver

C/mnt /FlashMemery # rx cert.crt

C/mnt /FlashMemory # rx pkey.key

C/mnt /FlashMemory # rx liberypto.a

Cc/mnt /FlashMemery # rx libssl.a =

c/mnt /FlashMemory #

[[] Hex output [ ] Log to: ;v‘ ’fhome} fcutecom.log | | ‘

m

rx simpleserver (~]

rx cert.crt

rx pkey.key

rx libcrypto.a

rx libssl.a H

Input |

Send file | |P(‘-'1|:|| lemn v | LFline end  w | Char delay:

Once all the files have been sent, click the Close device button.

Now start PUTTY again.
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1 root
1 root
1 root
i [p{u]n} t
1 root
1 root
1 root
1 root
1 root
1 root

[pduln} t
oot
root
oot
oot
[pduln} t
oot
root
oot
oot
root
oot

rook

If we list the contents of the folder, we can see all the files we just sent.

We need to make the program executable. Do this by changing the mode to executable with chmod
+x simpleserver . We follow that up with a SYNcC to write the contents to the flash memory so that

if we crash the system and have to reboot that we don't corrupt the flash memory.

Testing our server and client programs
In order to test our programs, we need to configure the OmniFlash's IP address and start up the
ethernet device.

On our Ubuntu Linux device, we need to get our IP address.
iidommnitiash-development: ~ =
File Edit View Terminal Help

@Dmniflash—deuelopment:=5(1fc0nfiq -a ethd]
ethe Link encap:Ethernet Hwaddr ©8:00:27:e21:64:68
(inet addr:192.168.2.1ﬂ?j Bcast:192.168.2.255 @1a5k:255.255.255.ﬂ]
1nett addr: TeB0::a00:27ff:feel:6468/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:31 errors:@ dropped:@ overruns:8 frame:@
TX packets:45 errors:0 dropped:® overruns:@ carrier:0
collisions:® txgueuelen:1088
RX bytes:16457 (16.4 KB) TX bytes:5927 (5.9 KB)
Interrupt:11 Base address:8xde2e

We do this by bringing up a terminal and typing ifconfig -a ethO (or eth1 for whatever interface we
have). Make note of the inet addr and the Mask. We need to set something similar on the OmniFlash.
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Note: Make sure you have a network cable plugged into the OmniFlash.

In your PUTTY window, type the following commands.

f Jdev/ttyS0 - PUTTY ===
- - - - -1 4 v - ~t _'l..'

an

i el ol el ol ol el el i Sl el

16
RIUMHIHG

At/ Flashbemory #

ifconfig ethO up Bring up the adapter.
ifconfig eth0 192.168.2.90 netmask 255.255.255.0 Set up your IP address.
ifconfig -a ethO List the IP address.
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(= i@omniflash-development: ~ e

File Edit View Termminal Help

@omniflash-development:~$% ifconfig -a ethe
ethe Link encap:Ethernet HwWaddr 86:88:27:el:64:68
inet addr:192.168.2.187 Bcast:192.168.2.255 Mask:255.255.255.0
ineté addr: fe8@::a@@:27ff:feel:6468/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:31 errors:0@ dropped:@ overruns:8 frame:@
TX packets:45 errors:0 dropped:® overruns:8 carrier:@
collisions:® txqueuelen:1008
RX bytes:16457 (16.4 KB) TX bytes:5927 (5.9 KB)
Interrupt:11 Base address:@xd82e

@Dmniflash—deuelupment:~$(ﬁing 192.168.2.9@]
PING 192.168.2.98 (192.168.2.90) 56(84] byfes of data.
64 bytes from 192.168.2.96: icmp seg=1 ttl=64 time=1.54 ms
64 bytes from 192.168.2.90: icmp seq=2 ttl=64 time=0.314 ms
64 bytes from 192.168.2.90: icmp seq=3 ttl=64 time=0.304 ms
64 bytes from 192.168.2.90: icmp seq=4 ttl=64 time=0.319 ms
64 bytes from 192.168.2.90: icmp seq=5 ttl=64 time=0.314 ms
&
J--- 192.168.2.990 ping statistics ---
5 packets transmitted, 5 received, 8% packet loss, time 4668ms
rtt min/favg/max/mdev = 0.304/0.560/1.549/0.494 ms
‘@omniflash-development:~$ l

1 g

[
Now from our Ubuntu Linux box, we need to verify we can talk to the OmniFlash.

Ping the IP address you gave to the OmniFlash and verify you get a response. <ctrl> C gets you out.

Let's start up the server on the OmniFlash and verify we can talk to it.
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1 root

SmntAF lashMenory # L Asimples

| A " |
So far so good.

Let's bring up the client program. Save all your work in CodeBlocks and open up the simpleclient
program we built earlier.

l-l Start here - Code:iElocks 8.02 ‘;
File Edit View Search Project Build Debug wxSmith Tools Plugins Settings Help
NNl | L & | oYY
[ Build target:
Management
Start here x
Projects | Resources| ! :
ct Recent projects
() Workspace B
. {» /home ___Jcode/simpleclient/simpleclient.cbp )
project + fhome/ _. Jcodefsimpleserver/simpleserver.cb
+ fhomefi _ Jjcode/armtestapp/armtestapp.cbp
ocks forums

Recent files
No recent files

Open the simpleclient we built earlier.
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cli.c % 4
49
58
51 sd = socket (AF INET, SOCK STREAM, ©); CHK ERR(sd, "s
52
53 memset (&sa, , sizeof(sa));
54 sa.sin family = AF_INET;
55 sa.sin addr.s addr = inet addr {{"127.0.0.1");)
56 sa.sin port = htons (1111);
57
58 err = connect(sd, (struct sockaddr®) &sa,
59 sizeof(sa)); CHK ERR(err, "connect"
[5]2]

Change the default IP address to the IP address we gave the OmniFlash.

*cli.c X| 4
49
58
51 sd = socket (AF INET, SOCK STREAM, 0); CHK ERR(sd, "s
52
53 memset (&sa, , sizeof(sa));
54 sa.sin family = AF _INET;
55 sa.sin addr.s addr = inet addr {("192.168.2.96")
56 sa.sin port = htons (1111):
57
58 err = connect(sd, (struct sockaddr®) &sa,
59 sizeof(sa)); CHK ERR(err, "connect"
1]

The IP address of the OmniFlash.

CIXY

Compile the application again.

Now let's run it and see if they talk.

slp]e

Click the Run button.
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=] simpleclient -|lo| =

Here is the output of our Client program.

JAEV/ttyS0 - PUTTY

an

impl
il - poOr t L

Here is the output of our Server program. And there you have it. OpenSSL running on an OmniFlash.

If you wanted to debug the server program and test it, launch a new instance of CodeBlocks and open
the Server project. (CodeBlocks needs a configuration change to allow more than one instance). Change
the IP address back to 127.0.0.1 (This means local device), change the target to Debug and then debug
it. When the kinks are worked out, recompile it for ARM and send it over to your OmniFlash and run it.
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